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<® PRIVATEER’S VISION

From 5G Security... ... t0 6G “privacy-first” security

The mission of PRIVATEER is to pave the
way for 6G “privacy-first security” by

studying, designing and developing Security Service
Innovative security enablers for 6G Orchestration
networks, following a privacy-by-design
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» Privacy and security are main concerns in 6G networks. | (2ecentralized FL

* Enormous amounts of data are continuously collected.

* 6G has a heterogeneous and distributed nature that
challenges the processing of infrastructure and
hetwork data with privacy guarantees.

* APRIVATEER’s objective is to enable explainable and
decentralized Al-driven security analytics for 6G.
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* PRIVATEER’s proposal: privacy-aware decentralized

. . : : . . T : Computation Reconstruction
Network Dat l Sh
security analytics enriched with data pipelines. etwor ata pipelines aring  ocalmodels)  (global model)

Gradient
ccumulation

Perturbation

@& APPROACH AND ARCHITECTURE

- © 3:<

Security Analytics =/
Toolbox

Anomaly Detection
@MGC’W’S’” ---------------------------------- Weights Update

Local Training

Privacy-

iy Anonymization
sensitive T
Pipeline

Mechanism

T

Heterogeneous
Data Types

Data Types
|[dentification

Anonymized
Data

* The data anonymization pipeline is available as a toolkit
that acts as a privacy-aware pre-processing stage [1].
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* Given the anonymous data, the security analytics
provide anomaly detection capabilities through
Privacy-Preserving Machine-Learning Techniques.
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* Each edge node applies Local

* Federated Learning (FL) is leveraged at edge nodes to Differential Privacy to model updates.

warrant privacy-aware decentralized security analytics. , ,
* The secure aggregation of updates is

: ensured by Multi-Party Computation.
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